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Clean Desk Policy 

 
Purpose: This policy outlines the expectations for maintaining a clean and secure work environment to protect sensitive 

College data and ensure the privacy of students, faculty, and staff. 

 

Scope: This policy applies to all faculty, staff, student workers, emeriti, and vendors that have College network accounts. 

 
Policy:  

1.​ Lock Computers and Devices 

1.1.​ Lock screens 

1.1.1.​ When leaving your desk, even for short periods, lock your screen or log off of your computer.  

1.1.2.​ When leaving a mobile device unattended, lock the screen.  

2.​ Physically Secure Computers and Devices 

2.1.​ When laptops are not in use, they should be stored behind a securely locked door.  

2.2.​ Tablets and other portable storage devices such as USB drives and external hard drives should also be 

locked away in a desk drawer, filing cabinet, or another secure location. 

2.3.​ If transporting a device, make sure to keep it locked in a secure area where it is  not visible. 

3.​ Protect Sensitive Information 

3.1.​ Minimize the display of data classified as Confidential or Legally Protected on your computer screen, 

especially in shared workspaces.  

3.2.​ Consider using a privacy filter if the contents of your screen may be visible to others.  

4.​ Secure Physical Documents 

4.1.​ Clear your desk 

4.1.1.​ At the end of each day, remove all documents and papers containing sensitive information from 

your desk. File them securely in locked drawers or cabinets. 

4.2.​ Minimize printed documents 

4.2.1.​ Print only what is necessary. 

4.2.2.​ Do not leave printouts unattended at printers. 

4.3.​ Shred Sensitive Documents 

4.3.1.​ Shred any documents containing sensitive data before discarding them. 

5.​ Securing Office Locations 

5.1.​ Lock offices and desks 

5.1.1.​ Lock your office door and desk drawers when leaving for extended periods or overnight. In shared 

office locations, lock the office door when you are the last to leave the space. 

5.2.​ Secure PawPass and Keys 

5.2.1.​ Do not share your PawPass or keys granting access to College systems, buildings, or sensitive 

areas.  

5.2.2.​ Report lost or stolen keys immediately. 

5.3.​ Be aware of your surroundings 

5.3.1.​ Be mindful of your surroundings and report any suspicious activity to Campus Security. 

 

Randolph College employees must promptly report harmful events or policy violations involving Randolph College assets 

or information to their supervisor/department chair or a member of the Information Technology team. Events include, 

but are not limited to, the following: 

o   Technology incident: any potentially harmful event that may cause a failure, interruption, or loss of 

confidentiality, integrity, or availability of Randolph College information resources. 

o   Data incident: any potential loss, theft, or compromise of Randolph College information. 

o   Unauthorized access incident: any potential unauthorized access to a Randolph College information 

resource. 

o   Facility security incident: any damage or potentially unauthorized access to Randolph College data centers, 

switch closets, or phone rooms. 
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