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With the advent of the information age, mass communication in multiple forms has never been easier.  Along with the benefit this provides to industry, schools, and individuals, we are also faced daily with “Weapons of Mass Communication.”  We are at the mercy of unscrupulous individuals of every persuasion.  In an effort to help you protect yourself against some of these perils, I am summarizing some of the more prevalent pitfalls below.  Please be aware of the following information and reinforce these cautions with your coworkers and peers as opportunity presents itself:

1. Virus e-mails - These usually come in the form of attachments.  They often come “from” people you know (a technique known as spoofing), but they may come from strangers.  Our system strips most viruses automatically from e-mail sent to your randolphcollege.edu address, but viruses may make it through other e-mail accounts you use.   
Rule of thumb: Never open attachments without confirming their validity with the sender.  

2. Virus Hoaxes – The “virus” is not really a virus, but the deluge of e-mails generated by conning you into forwarding e-mails to others.  A most popular one of these informs you that you may have a virus on your computer.  It tells you to look for a file with a teddy bear icon and delete it.  It then admonishes you to send this information to everyone you know to “warn them” and have them delete their teddy bear file as well.  There are many versions of these type hoaxes.  The red flag on hoaxes is anytime you get an e-mail imploring you to forward this to “everyone you know,” even for a seemingly charitable cause, it is most likely a hoax.  

Rule of thumb: Do not delete files or follow instructions to make changes to your computer, and PLEASE do not forward e-mails to others, without verifying the validity of instructions with a reliable computer technician or checking it out on www.snopes.com .  
3. Spam - Sorry folks, this is a huge bump in the road that we have very little control over.  Our SPAM filter does a good job of screening most of these out, but still…  Spam is unsolicited e-mail, sent in bulk, often to hundreds of thousands of people simultaneously.  You will get offers for insurance, or mortgages, opportunities to earn thousands of dollars working at home, or reducing or enlarging various parts of your anatomy, or solicitations to view “sexy Japanese girls.”  Often these e-mails contain patently offensive images.  The worst offenders will use fake return addresses and fake subject lines.  Fake return addresses are often a nebulous “Bob” or “Mary Jones” or “Accounting” or “Smithjl” or anything that would cause you to think “hmmm… that might be from someone I know or something I should open…” The subject line would likewise be construed to elicit your immediate action to open the e-mail.  Subject lines could be ANYTHING.  Examples: “your account will be terminated” or “re: your inquiry” or “here’s the information you requested” or “hey…” or “hi…” or anything to pique your interest whereby you would promptly open the e-mail to be assaulted by a nefarious pitch which has absolutely nothing to do with the subject line or sender.  The e-mail may even say that this e-mail was sent because you signed up to receive it (it’s most likely a lie).  There may even be a button or a link you can click on to “unsubscribe.”  Don’t do it!  These people live on lies and deception.  By clicking to “unsubscribe,” you are helping these scumbags by verifying that yours is a valid e-mail address, thereby opening yourself up to more and more spam.  
Rule of thumb: First, to minimize spam on your Randolph account, do not use your address for anything except school related correspondence.  This will not eliminate spam, but will lessen the volume.  If you suspect an e-mail is spam, delete it without opening.  Don’t let your curiosity get the best of you.  If you do open spam, just be prepared for virtually anything in the way of content.
4. Scams/Phishing - E-mails that solicit (fish for) personal information.  A clue is that often these emails are composed with broken English and/or typos.   Legitimate businesses do not ask for confidential data via e-mail.  E-mail is not a secure method for providing this kind of information.  If you get an e-mail request from anyone you normally do business with (bank, online business, credit card company, etc…) that asks for personal or account information for any reason, do not provide it.  The request is bogus no matter how official it appears.  Also, do not fall for the request to help the heir of a deposed foreign dignitary to legally hold his millions in your bank account temporarily for a small percentage…  and do not fall for the supposed inheritance you are to receive.  Legitimate information of such importance is NEVER communicated via e-mail.  If you pursue these lures, you will wind up with nothing but an empty bank account.  

Rule of thumb: Never, ever, give bank account information, social security numbers, credit card information, passwords or any other personal information to anyone for any reason when the request comes through e-mail.  

5. Pop-ups - “Virus Detected!” “Your system is critically low on memory.” “Congratulations!  You have won a PDA!”  “You are the 100,000th visitor to our site! Click here to claim your prize!”  These are just a few of the plethora of offers and borderline scams that “pop-up” on your computer screen as you use the internet.  These are sales gimmicks, nothing more.  

Rule of thumb:  When you are assaulted by these aggressive sales tactics click the “X” button in the corner of the ad to close the pop-up and ignore the ploy. 

6. Unscrupulous vendors - “Caveat emptor.”  Let the buyer beware.  The Internet is great for shopping at home and getting great deals through auction sites such as eBay.  The Internet is also great for the anonymity requisite for unscrupulous vendors to thrive.  

Rule of thumb:  Only deal with established vendors that you initiate contact with.  Stay away from deals that seem “too good to be true.”  Get references from others you know who may have dealt with the vendor you are considering.  When using auction sites, check feedback on sellers before bidding on an item.  Stay away from sellers with no feedback or a lot of negative feedback.
Be aware the information superhighway is fraught with potholes.  Navigate carefully and cautiously as you utilize this unprecedented vehicle for commerce and communication.  I have given you a few cautions and examples here, but realize these are but the “Yield” sign on the access ramp to this information superhighway.  Once you successfully merge into traffic, there will always be new dangers and even signs to lead you astray.  Stay on the main road and use common sense.  Be safe, not sorry.  If you have any questions or concerns regarding correspondence you receive on the computer, in any form, please feel free to forward your concerns to me at: vgosnell@randolphcollege.edu .
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